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= Umfwnse Mulﬂple Choice Questions -

Select the correct option.

Unit]

1. Which of the following is a type of malware
that disguises itself as a legitimate file or

program?
a. Virus b. Worm
\9/frojan Horse d. Spywate

2. What is a DDoS attack? .
a. Direct Denial of Service
\b7 Distributed Denial of Service
¢. Data Disclosure Service
d. Dangerous Denial of Service

3. Which of the following is a social engineering
attack that involves manipulating individuals
to disclose confidential information?

@/ Phishing b. Spoofing
c. DDoS d. Ransomware

4. What does the term ‘SQL injéction' refer toin .

the context of security attacks?

,a/ Injecting code to exploit vulnerabilities in a
web application’s database

b. Injecting viruses into the system

c. Injecting malicious scripts in emails

d. Injecting malware into the network

. 5. What is the purpose of a firewall in network
security? .
a. To detect and remove viruses
\b./fo block unauthorised access and control
traffic
c. To encrypt communication between devices
d. To monitor network performance

6. Which of the following is_an example of a
passive attack? '
~ a. Brute force attack
b. Denial of Service (DoS) attack
1 Eavesdropping
d. Spoofing

7. What does the acronym ‘HTTPS’ stand for in
the context of web security?

g HyperText Transfer Protocol Secure

b. Hyperlink Text Protocol System

c. High-Efficiency Transfer Protocol for Secure -

websites
d. Home Encryption and Transfer Protocol System

ol

8. Which

11. Which

" a. Authentication

14. Which
. information is available when needed and

security ~measure involves  the
use of a unique, secret key that only the
communicating parties know?
\_axéymmetnc encryptien

b. Asymmetric encryption

¢. Hashing

d. Firewall

9. What is the main purpose of Intrusion

Detection System (1DS)?

a. To prevent attacks from occurring

b_To monitor and detect suspicious activities in
a network

c. To encrypt communication between devsces

d. To remove malware from the system

10. Which of the following is a common

authentication factor based on something a

user knows?
“a. Fingerprint
cPassword
security service ensures that
information is not disclosed to unauthorised
individuals or systems?

b. Retina scan
d. Smart card

b. Integrity

\cConfidentiality d. Availabihty

12. What security mechanism verifies the idehtity

of a user or system?
a. Authorisation
c. Encryption

\_Q./Authehtication
d. Access control

13. In the context of computer security, what

does the term ‘integrity’ refer to?

a. Ensuring that information is not disclosed to
unauthorised individuals

b. Verifying the identity of a user or system

&, Protecting information  from unauthorised
modification

d. Ensuring the availability of information

security service ensures that

that systems can withstand attacks of
fdilures?

a. Authentication
¢. Confidentiality

b. Integrity
\cyAvailability ;
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15. What security mechan'ism. involves encoding 3 i

f’ information to make it unintelligible to
| unauthorised individuals?

24. What is the main
plaintext?
“a. To compress data

: a. Hashing b. Access control ' b. To ensure data integrit
¢ ncryption” . d. Digital si ' eerity
f - \C/E ryp o ,- |g|.a sighatures \Q/To protect data confidentialit
| 16. Which security service ensures that - d. To create digital signatures i
:ledr:‘:i::iac::sotl;,say:::::ssr::ov:rct:;’ APPIOpriate 25, Which cryptographic term is associated with
a. Authentication uthorisation » convertnng Ciphertext back into plaintext?
c. Confidentiality - = d. Availability 8 H:g}yptnon b. Encryption
- . €. Hashing . Salting

‘ '17. What is the purpose of a digital signatur_e in
security mechanisms? : :
a. Encrypting information

Ly Verifying the integrity and authenticity of a A They are the same
: - e : b. Ciphertext is derived f :
message , 1 rom the hash of plaintext

BSOUIGES . b o ~C-Ciphertext is the result of encrypting plaintext

c. Controlling access to r S 7 Plai s _
d. Ensuring the availability of information d. Plaintext is a type of ciphertext

" 18. Which security mechanism involves using
' a unique identifier to control access to

26. What is the relationship between plaintext
and ciphertext in a cryptographic process?

217. !n ‘the context of encryption, what is the
importance of the key used in the process?
- a. It-defines the length of the plaintext

resources? : _ :
- : : b. It determines the color of the ciphertext
~ a. Encryption -y Access control b e k.
e : . : iy : , ~controls the encryption and decryption
: c. Dlgutal signatures q.»Haghmg : e Pilies g 2 _ ‘
19. What security service involves ensuring that - d. Itis used for data compression

‘ir_lfo-rmation is_ '.‘?t a;ltered o tampered Wi 28. Which cryptographic  concept  involves
during transmission: 2 using the same key for both encryption and

a. Authentication = - @llntégrity : d ; ‘
: oy P : ecryption?
= c. Confidentiality e e Av.allg»blullty Sy 2. Asymmetric encryption
20. What is the primary purpose of a firewall in = b Symmetric encryption
~ the context of security mechanisms? . ¢. Hashing
a. Eneryption gAccess control - {, Digital signatures
c. Digital signatures ~ d- Avallab‘!hty‘ e What does the term ‘clear text’ refer toin the
21. What is plaintext _in the context of context of cryptography?
cryptography? : . a. Encrypted data : ‘
a. Encrypted data e : bData that is readable without decryption E
b. Data that has undergone a hashing process c. Hashed data ‘ |
«grOriginal, unencrypted data - . Digital signature : |
d. Digital signature of data e ! .o oation is typically not
3 i ; ' 30, What type of Mot oo ?a,?ntext over |
22. In a cryptographic system, what term is used suitable for transmission as P .
to refer to the process of converting plai‘ntext ins-ecure networks? R
_ into ciphertext? st 2. Public keys b, Digita Slle et
_\a./Encrypﬁon b. Devc’ryptionv, ol \"/ﬁgfswords d. Hash value 7w
c. Hashing = d. Salting - \;Vh ¢ is the primary purpose of engryPt'°“ in
i e . What is the ¥ : ity?
Which of the following is an example -of 21 the context of information security L
plaintext? i : 2. Compression of ?ataers L
a.Cipher . ' 1 tication of USe™> . R
c. Encrypted message S . Ensuring data infegr|ty |

od/Clear, readable message ~~ .
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32. Which type of encryption uses the same key
for both encryption and decryption?
a. Asymmetric encryption

. J;é);/mmetric encryption
c. Public-key encryption
~d. Private-key encryption .

33. In public-key cryptography, which key is

used for encryption? ‘
b7 Public key

a. Private key
c. Session key d. Symmetric key

34. What is the term for the mathemat_ical
function that transforms plaintext into
ciphertext in encryption? ‘

a. Hash function  *
\17." Cipher

c. Key exchange algorithm

d. Digital signature :

35. Which encryption algorithm is commonly
used for securing internet communication,
including HTTPS?

a. DES (Data Encryption Standard)

b. RSA (Rivest-Shamir-Adleman) - -
G/AES (Advanced Encryption Standard)
d. SHA (Secure Hash Algorithm) :

36. What does the term ‘key length’ refer to iﬁ

encryption algorithms?
a. The size of the plaintext
b. The size of the ciphertext
S~ The length of the encryption key

d. The length of the decryption key

37. Which of the following is an example of a

symmetric encryption algorithm?
a. RSA
b. ECC (Elliptic Curve Cryptography)

& Blowfish 4
d. Diffie-Hellman
38. In what type of attack does an attacker
intercept and alter communication hetween
- two parties without their knowledge?
a. Brute force attack
an-in-the-middle attack

c. DoS (Denial of Service) attack
d. Phishing attack

39, V\_Iha't is the term for the process of converting
- ciphertext back into plaintext?
+a. Encryption ecryption

c. Hashing d. Key exchange

ESTION BANK for B.C.A,

Chitra® QU " .
chnique uses a pau: of keys,
nd one for decryption?

40. Which encryption te
one for encryption a

a. Symmetric encryption
N)Aéymrhetric encryption
c. Public-key encryption .
d. Private-key encryption

41. Whatis the primary purpose of 2 cryptographic
key in encryption? Al " ;

»\./

a. To compress data :
b. Tq authenticate users )
*0/\%‘ control the encryption and decryption procesg
d. To ensure data integrity :

42. In symmetric encryption, what is the relationshjp
between the encryption key and the decryptign
key? ; :

hey are the same key -
b. The encryption key is a public key and the
decryption key is private
c. The encryption key is private and the
decryption key is public : :
d. They are unrelated ’

43. What is the term for the process of converting
plaintext into ciphertext using a cryptographic
algorithm and a key?
a. Decryption

C/Encryption,

b. Hashing
d. Salting

44, In asymmetrii:f encryption, which key is kept

private by the owner? ,
a. Public key * b. Session key
Mri\/ate key d. Shared key

45. What does the term ‘ciphettext’ refer to in
the context of cryptography?
sa./!fncrypted data -
b. Original, unencrypted data
. C. Hashed data
d. Digital signature ) :

46. Which of the following is true regardin

the relationship between plaintext and

ciphertext?

a. They are always the same

b. Ciphertext is derived from the hash of plaintet
/iphertext is the result of encrypting plaintet

d. Plaintext is a type of Ciphertext -

47. What term is used for the key used if
SYmmetric encryption that must be kept

Secret and S .
. ecure be At
parties? hetween communicating

a. Public key

&Shared key b Private key

; d..' S’essiOn key -



—y

‘comput_er ‘Network Security

LA,
we - | 48 In public-key cryptography, which key is = : ~
Thi . g Cused forefonphientc Y’ 57.What is a chosen - plaint o
a. Private key <~b.’P€t‘)Iic key cryptanalysis? ext attack in
g C Sess-|on key d. Symmetric key 3 pla?r?tlta Vchefe the adversary éan choose the
;. 49. What is the term for the process of converting b. Attack X tht: be encrypteq ,
; ciphertext back into plaintext? i re the adversary can choos
ie | @ Encryption #Becryption & s o b decrypteg gl
, 4 . . Attack w
f A c. Hashing d. Salting : enCryptionear? g;:fh:’nd"e“aw can modify the
50. What is the significance of key length in ' d. Attack where the adversa
encryption algorithms? decryption key 'Y can guess the
SS a. Determines the color of the ciphertext 58. What is f v
R ¥ L = requency analysis i .
[; b. Affects the size of the pla.lntext nE . A Analysing the frequey $ in cryptanalysis?
p. f c. Controls the encryption and decryption process letters or symbols i ey of occurrence of
n ; Mﬂuences the security of the encryption b. Analysing ghe f(r)eZ:Jr; Cuphefrtext
‘ ncy of system updates

) 51. What is the primary purpose of decryption in

the context of cryptography? K

a. To compress data S

b. To authenticate users :
A0 convert ciphertext back into plaintext

d. To ensure data integrity :

52. In symmetric encryption, what key is used

for the decryption process? ,
a. Public key b. Session key.
c. Private key Shared key

53. Which term is used for the process of

breaking a cryptographic system or code
without knowledge of the key? ™
a. Decryption b. Encryption

nC£ryptanalysis d. Hashing

54. What does the term ‘brute force attack’

refer to in the context of decryption and
cryptanalysis? - : :

2 Systematic  trial-and-error 10 find - the

55.

decryption key ok &
b. Decrypting data using advanced mathematical

; Countin.g the frequency of login attempts
. Measuring the frequency of data backups

-59. What is a weakness of the Caesar cipher,

making it vulnerable to cryptanalysis?
a. Use of a long key

Use of a short key
c. Complexity of the encryption algorithm
d. Integration of modem cryptographic techniques

' 60. What does the term ‘known-plaintext attack’

~ refer to in cryptanalysis?
. a. Attack where the adversary knows the
: ciphertext and wants to find the plaintext
Mttack where the adversary knows both the
~ plaintext and the ciphertext
T o Attack where the adversary knows only the
_ciphertext -
d. Attack where the adversary knows the

encryption key ‘

61. In publié-key encryption, how many k(.eys
are used for the encryption and decryption

algorithms : : : processes?
¢ Collaborative effort to break a cryptographic a. One e o
system e c. Three . d. Four :
d. Using social engineering to obtain the decryption 2. Which key is kept private by the owner in a -

key | .
In asymmetric encryption, which key is used

for decryption, and is kept secret by the.

stem?
b. Session key

d. Shared key
ry advantage of public-key

public-key encryption sy
a. Public key
«g/PfTvate key

owner? ) is the prima 0y
. 63, What is . ?
" a. Public key b. Session key . ~ encryption over symmetric en:(r)g‘ptlon
“\grPrivate key - d. Shared key . Faster encryption and de;fq);r:] t|

, ‘ B ' 43 nage :

56. What is the primary goal of cryptanalysis? b. Simplicity of keyl ms";a,f information without a
a. To create secure cryptographic algorithms. - Ability 0 securely Tiat
' shared k&Y of encryption security

\pTo break or decipher encrypted messages
c. To compress data efficiently. 4
d. To authenticate users

d. Higher 1eve
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64. What is the purpose of the public key in
public-key encryption? ;
a. It is used for decryption
fis used for encryption :
c.’It is a shared key between parties
~d. It is a session key

65. Which algorithm is commonly used in public-
key encryption for secure communication on
the internet?

- a. DES (Data Encryption Standard)
“RSA (Rivest-Shamir-Adleman)
c. AES (Advanced Encryption Standard)
d. Diffie-Hellman
66. In public-key cryptography, what is - the
~ purpose of the private key?
| a. It is used for encryption
: \QAT is used for decryption
c.’It is shared between parties
- d. It.is used for key exchange

67. What is the term for the process of using one’s
- private key to validate a digital signature?
a. Encryption “
b. Decryption
Signing
d. Hashing:
68. Which of the following is a common use case
for public-key encryption? ,
a. Encrypting large files for efficiency
foet ecurgly exchanging symmetric keys
¢. Encrypting data for storage
d. Encrypting data for communication with a
single party - -
69. What is a potential drawback of Public-key
encryptioh-compared to symmetric encryption?
a.8ower encryption and decryption processes
- b. Complexity of key management ‘
c. Limited security i A
d. Requirement for a shared key

70. What is the Diffie-Hellman' key ‘exchange
used for in public-key cryptography?
a. Encrypting data . ’
b. Decryptivng data
ecurely exchanging symmetric keys
d. Creating digital signatures



